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1
ELECTRONIC FILE ACCESS CONTROL
SYSTEM AND METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a divisional of U.S. application Ser. No.
12/343,278, filed Dec. 23, 2008, the disclosure of which is
hereby incorporated by reference in its entirety.

BACKGROUND OF THE INVENTION

The present invention relates generally to the secure trans-
mission of digital files and data. More particularly, the inven-
tion relates to a novel technique for transmitting files to des-
ignated recipients in a secure manner, permitting only those
designated recipients to view, play, or otherwise use and
manipulate the files.

Many settings require that electronic files be transmitted in
a secure manner. For example, text documents, images,
audio, video and multi-media files are commonly transmitted
between computers, or between servers via the Internet. The
transmission may be intercepted or otherwise diverted or
replicated, possibly leading to a compromise of security. A
number of techniques have been developed to address such
concerns. For example, various cryptographic techniques
have been developed in which data is altered such that it can
be reconstituted for use only with knowledge of proper key
information. Many cryptographic techniques employ private
and public “keys”, which are typically strings of characters
that can be input or referred to when accessing the encrypted
data.

While such techniques are effective in certain circum-
stances, the actual security is again subject to the relative
strength or weakness of the cryptographic keys. That is, any
person who can access or copy the necessary key data can, in
principle, also access the content of the secure file.

Physical keys have also been developed that allow for some
degree of control over access to computers and secure files.
Such physical keys may be associated with a reading com-
puter and bear a unique identification. However, such keys are
not currently adapted to limit access to secure data files, nor
are data files adapted to limit access based upon such physical
keys.

Certain areas of technology are particularly demanding in
this regard. For example, in multi-media production, large
files are often exchanged between various parties, such as for
post-production mixing, refinement, processing, and so forth.
This is typically performed through the use of proxy video
files, which may be somewhat substandard copies, produced
in lower resolution or compressed, which may incorporate
watermarks or other devices to limit their attractiveness to
those who might consider pilfering such files. However, if
such files are pilfered or otherwise pirated, they may be dis-
seminated widely and easily, such as by posting on the Inter-
net. Such activities pose hazards to security, and may greatly
reduce the commercial value of the production represented by
the digital file.

There is, at present, a great need for improved techniques
for secure transmission and use of digital files. In particular,
there is a need for a technique that will allow a provider of a
digital file to quickly and easily create a file format or mes-
sage that can be transmitted to or accessed by one or more
designated recipients and that can ensure that only those
recipients can access and manipulate the underlying digital
file.
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2
BRIEF DESCRIPTION OF THE INVENTION

The present invention provides a novel technique designed
to respond to such needs. The technique may be used with any
type of digital file, and is particularly well-suited to sensitive
files that must be exchanged between a provider and one or
more designated recipients. The files may include, for
example, text files, image files, multi-media files, proxy video
files, pre-production and post-production working files, and
so forth.

In accordance with certain aspects of the invention, a
method is provided method for controlling access to a digital
file. In accordance with the method, on areading computer, an
encrypted file is accessed. The file includes a header and
encrypted digital content, the header including data identify-
ing a permitted access identity corresponding to a physical
key removable from the reading computer. The permitted
access identity in the header is compared to identity data of a
physical key removably coupled to the reading computer. The
encrypted digital content is decrypted only if the identity data
of the physical key matches the permitted access identity of
the header. The header may be encrypted, and in such case,
the header can be decrypted without decryption of the digital
content for the purpose of comparing the permitted access
identity encoded in the header to the physical key identity
data.

The invention also provides a method in which digital
content is associated with a header, the header including data
identifying a permitted access identity corresponding to a
physical key removable from a reading computer. The header
and the digital content are encrypted, with the header being
susceptible to decryption separate from the content by a key
interface.

Moreover, the invention provides a system for controlling
access to a digital file, where that digital file includes an
encrypted file including a header and encrypted digital con-
tent, the header including data identifying a permitted access
identity corresponding to a physical key removable from a
reading computer. A key interface is configured to decrypt the
encrypted header, to compare the permitted access identity to
identity data of'a physical key removably coupled to a reading
computer, and to decrypt the encrypted content only if the
identity data of the physical key matches the permitted access
identity of the header.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features, aspects, and advantages of the
present invention will become better understood when the
following detailed description is read with reference to the
accompanying drawings in which like characters represent
like parts throughout the drawings, wherein:

FIG. 1 is a diagrammatical overview of a system for trans-
mitting a digital file in a secure manner between a sending
computer and a receiving computer;

FIG. 2 is a diagrammatical representation of a typical file
constructed in accordance with aspects of the present inven-
tion;

FIG. 3 is a diagrammatical representation of a physical key
that may be used for the secure transmission and access to the
file illustrated in FIG. 2;

FIG. 4 is a diagrammatical representation of certain of the
key functional components of the sending and receiving com-
puters of FIG. 1, adapted for transmission of a secure file of
the type illustrated in FIG. 2; and
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FIG. 5 is a flow chart illustrating exemplary logic for cre-
ation, transmission and access to the secure digital data file in
accordance with the systems and file configuration of the
previous figures.

DETAILED DESCRIPTION OF THE INVENTION

Turning now to the drawings, and referring first to FIG. 1,
a system 10 is illustrated for transferring a digital file or
digital data in a secure manner. In the illustrated embodiment,
the system includes a sending computer 12 that is adapted to
send an encrypted file 14 to a receiving computer 16. As will
be appreciated by those skilled in the art, the file will typically
be sent over the Internet, and transmission networks may
include servers, local area networks, wide area networks,
virtual private networks, and so forth, not specifically illus-
trated in FIG. 1. Indeed, throughout the present discussion,
reference will be made to the sending computer and the
receiving computer, although, in practical applications, there
may be multiple sending computers, and multiple receiving
computers, as well as various components associated with
these for the delivery of data transmissions, such as servers,
routers, gateways, and software associated with these devices
that facilitate data transmission.

In the illustrated embodiment, sending computer 12
includes a processor 18 and memory 20 adapted to work
together to process digital content and to send it to the receiv-
ing computer as described below. The processor 18 may
include any suitable hardware, firmware and software, and
may be embodied in an application-specific computer or in a
general-purpose computer. In addition to other support cir-
cuits, such as power supplies, disc drives, and so forth, the
computer memory 20 may be of any sort, including, for
example, random access memory, programmable read-only
memory, electronically programmable read-only memory,
disc drives, optical storage devices, dynamic memory, and so
forth. In addition to other software stored in the memory that
can be executed by the processor 18, memory 20 stores file
processing software 22 which is used to encrypt, compress
and otherwise manipulate digital content that is to be sent in
the encrypted file 14, as described more fully below. In gen-
eral, the software 22 is executed by the processor 18 during
operation and serves to create or condition the file for trans-
mission in accordance with the invention.

The sending computer 12 is designed to interoperate with a
user interface 24. The user interface may include various
components generally known in the art, such as a keyboard, a
mouse, a monitor, a printer, and so forth. As described below,
the user interface allows for a human user to designate one or
more intended recipients for the digital content contained in
the encrypted file 14. The user interface also allows the user to
select digital content for transmission to the intended recipi-
ents, and to coordinate its formulation into the encrypted file
14 and the transmission of the encrypted file to the recipients.
The sending computer 12 is also adapted to interact with a file
repository 26. In certain simple implementations, the file
repository 26 may be part of memory 20. However, the reposi-
tory may be separate or even remote from the sending com-
puter 12. The file repository stores digital content in the form
of text files, video files, audio files, multi-media files, and so
forth that may be selected by a user via the user interface 24
for creation of the encrypted file 14 that is to be transmitted to
the one or more intended recipients.

Receiving computer 16 is equipped similarly to the send-
ing computer. That is, the receiving 16 includes a processor
13 and memory 32 that includes software designed to facili-
tate processing of the encrypted file once received by the
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4

receiving computer. In general, the file processing software
34 is executed by the processor 30 as described below, and
enables the system to determine whether the encrypted file
can be opened and decrypted, as well as providing for decom-
pression of any contents of the file, viewing or interacting
with the contents of the file, and so forth. The receiving
computer is also associated with a user interface 36, which
will typically include a keyboard, a computer mouse, a moni-
tor, and any other components that facilitate accessing and
interacting with the digital contents of the encrypted file. As
with the sending computer 12, the receiving computer 16 may
be an application-specific computer or a general purpose
computer.

The receiving computer is associated, moreover, with a
physical key 38. The physical key 38 is a device that can be
removed from the computer, such as by insertion and removal
from a USB port, a serial port or any other port provided on
the receiving computer. As described more fully below, the
physical key includes data which must correspond to data in
the encrypted file 14 to permit the receiving computer to
decrypt and access the digital contents of the file. It should be
noted that because the physical key 38 is removable from the
receiving computer, it may be associated with other receiving
computers as well, and only selectively coupled to any par-
ticular receiving computer when the user desires to access the
encrypted file. Thus, to the extent that file processing software
is present on any suitable computer, the physical key 38 can
be associated with that computer and the encrypted file
accessed and manipulated to view or otherwise interact with
the digital contents as described below. The physical key is,
thus, independent of the receiving computer, and not only
may the physical key interact with other receiving computers,
but other physical keys that have authorization for access to
the contents of the encrypted file may be associated with the
same receiving computer. The physical key will typically be
authorized to be in the possession of one or more specific
persons for whom access to the digital contents of the
encrypted file is intended. While in most cases the physical
key and the data contained in the physical key will be suffi-
cient for secure access control, other interface devices, soft-
ware and so forth of the receiving computer may also be
required for access to the contents of the encrypted file, such
as biometric devices, key codes, user names and passwords,
and so forth.

In the embodiment illustrated in FIG. 1, the sending com-
puter and the receiving computer are configured with trans-
mission and reception utilities 28 and 40, respectively. These
utilities may include electronic messaging programs, auto-
matic and manual messaging and file sharing programs, and
so forth. The utilities enable the encrypted file to be transmit-
ted from the sending computer to the receiving computer, as
well as allowing for messages to be transmitted between the
two computers as described below. It should also be noted,
however, that while a scenario is envisioned in which the
sending computer prepares and sends the encrypted file in a
message to the receiving computer, other scenarios may also
be envisaged. For example, the sending computer may, where
desired, place the encrypted file in a shared repository to
which the receiving computer can gain access. Thus, when
the encrypted file is ready for access or manipulation by the
receiving computer, the sending computer may notify a per-
son, or the receiving computer of such availability, and the
receiving computer may retrieve the file as desired. In all such
scenarios, however, some sort of utility will typically be pro-
vided for uploading the encrypted file into such a shared
repository and for downloading the file into the receiving
computer for secure access.



US 9,047,478 B2

5

FIG. 2 illustrates a presently contemplated configuration
for the encrypted file transmitted to the receiving computer. In
the embodiment illustrated in FIG. 2, the file 14 includes a
header 42 which, in the illustrated embodiment, is itself
encrypted. The encrypted header includes physical key iden-
tification data 44 which is used to ensure that the physical key
described above is present and corresponds to a permitted
recipient as described more fully below. The physical key
identification data may be, for example, a character string
which can be compared to physical key data from the physical
key itself during a verification process. As noted above, in
certain cases, the header may not be encrypted. The encrypted
file 14 also includes an encrypted content portion 46 which
consists of encrypted content. Essentially, the encrypted con-
tent will include the digital data to which access is to be
restricted. In the presently contemplated embodiment illus-
trated in FIG. 2, the encrypted content includes compressed
content 48 which, itself, embodies the final digital file 50. As
noted above, the digital file itself may be code that can be
interpreted by an application program to provide a represen-
tation of a text document, a video document, an audio docu-
ment, a multi-media presentation or show, and so forth. As
will be appreciated by those skilled in the art, during compi-
lation of the encrypted file 14, the digital file 50 is first
selected, and is compressed to create the compressed content
48. The compression may be performed by any suitable com-
pression utility, such as JPEG, MPEG, or various specialized
encoding processes, such as Huffman encoding, run length
encoding, various available lossless or lossy encoding algo-
rithms, and so forth. Similarly, encryption of the compressed
content may be performed by any suitable available encryp-
tion utility. In certain circumstances, the digital file may be
encrypted without being first compressed.

It should be noted that in a presently contemplated embodi-
ment, the digital data file is sent in a “read only” or “play
only” format, and cannot be altered by the receiving com-
puter. This is particularly attractive in certain types of appli-
cation, such as for post-production stages of television, video
and film projects. In such applications, the receiving com-
puter may create new files that are later synchronized or
otherwise associated with the received file, with no real need
to alter the original digital content. Similarly, the digital data
may be streamed to the receiving computer, such that a full
copy of the digital data file does not reside on the receiving
computer. In other applications, however, it may be useful to
permit such alteration or modification.

FIG. 3 illustrates certain functional components of a physi-
cal key 38. The physical key will typically include a physical
interface 52 which is designed to plug into or otherwise
couple to the receiving computer for data exchange between
the receiving computer and the key. For example, the physical
interface 52 may be configured in accordance with a USB
format. The physical interface 52 extends from a body 54 in
which functional components are housed. In the illustrated
embodiment the functional components includes a processor
56 which would typically be a microprocessor designed to
receive instructions from the receiving computer and to return
data including data stored in a memory circuit 54. Among
other codes stored in the memory circuit will be identification
data 60. The identification data 60 is unique to the physical
key, and may be returned by the processor to the receiving
computer when prompted to do so. A transmit and receive
utility 62 associated with the processor enables the processor
to communicate with the receiving computer. In the illus-
trated embodiment, driver software 64 will typically be pro-
vided within the receiving computer to facilitate data
exchange between the physical key and the receiving com-
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puter. The driver software will typically be provided by the
manufacturer of the physical key, and designed specifically
for data exchange with the type of physical key used. For
example, the physical key may be of a type commercially
available from SafeNet, Inc. of Belcamp, Md. under the com-
mercial designation “iLL.ok”.

It should be noted that the physical key described above is
equipped with a processor that enables it to interact with
driver software (or more generally, with specialized interface
software) stored on the receiving computer. It is presently
contemplated that such devices will ensure that the connec-
tion is secure by virtue of such interacting. Indeed, the physi-
cal key should not be susceptible of reading by users directly,
but only by licensed or otherwise secure applications. Thus,
the identification data stored on the physical key cannot be
simple reproduced, pirated, manually input or the like. It
should also be noted that although a physical key is utilized,
other, additional security features may also be employed,
such as passwords, challenge/response schemes, and so forth.

FIG. 4 illustrates exemplary functional components con-
tained within the sending computer 12 and the receiving
computer 14 for transmission and use of the digital file in the
form of the encrypted file 14. As noted above, the sending
computer will have a user interface 24 that allows a human
user to select the digital file to be packaged and sent to the
receiving computer 14. The receiving computer 14, in turn,
includes a user interface 36 that allows human user to interact
with the file once received, so long as the physical key 38
matches data in the header of the encrypted file as described
below.

In the embodiment illustrated in FIG. 4, the sending com-
puter includes or has access to a key identification list 66
which allows the user to select one or more intended recipi-
ents for the encrypted file. In a presently contemplated
embodiment, the key identification list may be available in a
drop-down menu or other interface facility and may list
recipients by code, name, organization, and so forth. The user
may then select one or more intended recipients from the list
to create a key identification selection 68. The key identifica-
tion selection, again, may include one or more individual
recipients, or a group of recipients, such as a post-production
company, department, group, and so forth. The key identifi-
cation selection 68 is then used to configure the header 42. In
particular, the header 42 will be formatted by a header con-
figuration routine 70 to include the one or more key identifi-
cation codes selected by the user. In the case of a header that
is to be encrypted, the header configuration routine 70 will
then advance the configured header to an encryption routine
72 which will encrypt the header.

It should be noted that the selection of one or more recipi-
ents may, in practice, involve reference to a database structure
that will include a listing of potential recipients, any groups or
organizations with which they are associated, and the identi-
fication data associated with them. However, such data will
preferably be secure from view to the user. That is, the iden-
tification data for intended recipients will, in most cases, be
kept secret such that the data may not be pilfered or repro-
duced, thereby ensuring that unwanted access to the digital
content, such as by emulation of the physical key, is thwarted.

It should also be noted that, in addition to the technique of
use of the secure identification data outlined in the present
discussion, the sending computer may also encode the
encrypted file to time out (i.e., disallow access after a specific
time or date), or to limit the number of times the file may be
accessed. Any number of such schemes are generally known
in the art and may be employed with the invention.
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At the same time, the user, via the user interface 24, can
select the digital file 50 from memory circuit 20 or from a file
repository as indicated with reference to FIG. 1 in the case of
file repository 26. With a digital file selected, the sending
computer can execute a compression routine 74 designed to
compress the digital contents of the file, where desired. The
digital file, then, either compressed or uncompressed, will be
routed to the encryption routine 72 which will encrypt the
digital file and associate the digital file with the header. It
should be noted that the various routines summarized in FIG.
4 within the sending computer will typically be stored within
the memory circuitry and will be executed by processor 18.

Once the digital file has been associated with a header that
includes the key identification data, the transmit and receive
utility 28 can forward the file to the receiving computer (or
make the file available via a shared repository as noted
above). As described above, the file will include the header
with the physical key identification data, as well as the
encrypted content which may be compressed.

The receiving computer includes software routines that
enable it to determine whether the receiving computer has
authorization to access the encrypted digital file contents by
means of the physical key. In particular, as illustrated in FI1G.
4, the encrypted file is received in the receiving computer by
the transmit and receive utility 40, and is advanced to a header
decryption routine 76. Where the header is encrypted in the
encrypted file 14, the decryption routine 76 is designed to
allow decryption only of the header, and not the encrypted
content. Various routines may be envisaged for such decryp-
tion, and will typically be designed to mirror the encryption
performed by the encryption routine 72 of the sending com-
puter. However, the decryption of the encrypted content
including the digital file data itself cannot be performed by the
header decryption routine 76. With the header data alone
decrypted, an identification verification routine 78, which
will typically be associated with driver software as summa-
rized above with regard to FIG. 3, interacts with the physical
key 38 which is physically coupled, but removable from the
receiving computer. The verification routine, and the driver
associated with it, then extracts the identification data from
the physical key and compares the identification data to that
contained in the encrypted file header. If the identification
data of the physical key matches or corresponds to one of the
key identification codes provided in the header, then, the
receiving computer is authorized to proceed to decryption of
the digital file contents within the encrypted content section
46 of the file. This is performed by a content decryption
routine 80 which may be similar to routine 76, but which is
designed to allow for decryption of the encrypted content
itself. Where the content is further compressed within the
encrypted file, a decompression routine 82 serves to decom-
press the digital file, and will typically perform an inverse
operation to that performed by compression routine 74 of the
sending computer. As a result, the receiving computer will
obtain the digital file 50 reconstructed for access by the user.
Depending on the type of digital file, a player or display
application 84 allows the user of the receiving computer to
open, view, modity, listen to or otherwise use and interact
with the digital file. For example, for text files, the application
may include a text editor, while for multi-media files the
application will typically include a multi-media player or
editor. The user interface 36 will typically include a display,
with speakers and any other interactive tools that allow the
digital file to be used by the recipient computer user. As noted
above, the recipient computer user will typically be one spe-
cific person or specific persons who have physical possession
of'the physical key 38. As also noted above, multiple physical
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keys may permit access to the digital file, where such physical
keys include identification data corresponding to the key
identification selections made by the sending computer user
and encoded within the encrypted file header. Finally, as also
noted above, the receiving computer may be prompted to
input additional security data, such as user names and pass-
words, biometric data, and so forth that compliment the secu-
rity features of the physical key. All of the routines discussed
above will typically be stored within the memory circuitry 32
of the receiving computer and executed by the processor 30.

In practice, while the same encryption (and decryption)
routine may be used to encrypt and decrypt the header portion
of the file, it is presently contemplated that the keys used to
decrypt the header and content portions will differ, enabling
the header to be encrypted and decrypted separately from the
digital content portion of the file. For example, the header
decryption key may be fixed and embedded in the routine on
the receiving computer that initially accesses the file. The
header may thus be readily decrypted, but only on those
computers that are configured with the access (interface)
software. On the other hand, the key required for decrypting
the content portion of the file is not part of the same routine.
For example, in a presently contemplated embodiment, the
same routine (or a separate program) may formulate the
decryption key for the digital content portion at least partially
based on the physical key identification data. The original
encryption steps, then, performed on the sending computer,
may have performed a reverse operation, by which the
decryption key is formulated, and the key is then reformulated
by the receiving computer once, and only if the physical key
identification data matches the identification data for an
intended recipient stored in the file header. The use of differ-
ent key sequences, then, allows for separate and secure
decryption of the header (if encrypted) and the digital content.
Moreover, it is also contemplated that the encryption used for
the header and for the content portion may be different, with
the header using less demanding encryption (e.g., 64 bit) than
that used for the digital content (e.g., 128 or 256 bit).

Intheembodimentillustrated in FIG. 4, messages may also
be exchanged between the sending computer and receiving
computer. As described above, one message may include a
transmission of the encrypted file 14. Report messages 88
may also be returned by the receiving computer to the sending
computer to indicate the success or failure of the receipt and
use of the encrypted file.

FIG. 5 is a flow chart illustrating exemplary logic for car-
rying out the processes described above within the sending
and receiving computers. The logic will typically include
sending computer logic designated generally by reference
numeral 90, and receiving computer logic designated by ref-
erence numeral 92. The sending computer logic will begin
with selection of the digital file to be sent to the receiving
computer as indicated at step 94. Again, this may be per-
formed by a graphical user interface with conventional file
selection facilities, drop-down menus, and so forth. At step
96, the user of the sending computer selects one or more
recipients that will each be associated with physical key iden-
tification data to be included in the encrypted file header. As
noted above, the key for decrypting the header may be part of
the interface software used by the receiving computer (e.g.,
fixed and embedded in the software), thereby permitting
ready decrypting of the header so long as the receiving com-
puter is configured with the software. At step 98, if the digital
file is to be compressed, this is performed by a compression
algorithm. At step 100, then, the header is created and may be
encrypted as discussed above. Again, the header includes data
identifying the physical keys of recipients to which the access
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to the digital content is to be limited. At step 102 the content
of the digital file is encrypted, and at step 104 the encrypted
content is bundled with the header to create the encrypted file
that is sent to which access is permitted by the receiving
computer. As noted above, this process may include formu-
lation of a decryption key for the digital content portion of the
file from the identification data of the intended recipients. At
step 106, optionally, the encrypted file may be stored, such as
in the receiving computer, or in a repository. It should be
noted that such storage may also take place after the compres-
sion step, the encryption step, or at multiple steps. Finally, at
step 108, the digital file is transmitted to the receiving com-
puter, or may be placed in a repository that can be accessed by
the receiving computer. In either event, a message may be sent
from the sending computer to the receiving computer to indi-
cate that the encrypted file is ready for access by the receiving
computer in association with the removable physical key.

Prior to executing the logic 92 within the receiving com-
puter, the removable physical key is coupled to the receiving
computer as indicated at step 110. Again, this operation may
be as simple as plugging the physical key into a port of the
receiving computer. At step 112, then, the receiving computer
receives the message from the sending computer and accesses
the encrypted file. At step 114, if the header of the encrypted
file is encrypted, this header is decrypted. Again, the decryp-
tion at this step is limited to the header only (e.g., by reference
to akey encoded in the interface software), and the decryption
routine is not permitted to decrypt the digital file contents
within the encrypted content portion of the file. At step 116,
then, the receiving computer queries the physical key for the
key identification data and performs the comparison with the
identification data encoded in the header.

As indicated at step 118, if there is a match between the
identification data, the process may continue for accessing the
file contents. However, if no match is found, the process is
aborted as indicated at step 120. In a presently contemplated
embodiment, such termination of the process may result from
alack of a match between the physical key identification data,
from other criteria, such as user name and password mis-
matches, and so forth. In any event, the user of the receiving
computer is notified that access to the digital file is denied as
indicated at step 122. Also, in a presently contemplated
embodiment, the receiving computer will send a reporting
message back to the sending computer indicating that the
receiving computer was not able to access the digital file, as
indicated at step 124. Where a user of the receiving computer
attempts to access the digital file without authorization or
without the proper physical key, then, the receiving computer
may notify the sending computer of such failed attempt so
that steps can be taken to investigate who and how the digital
file was attempted to be accessed.

At step 118, if a match is found between the data of the
physical key and the identification data of the encrypted file
header, processing may advance to step 126 where the content
is decrypted. As noted above, the decryption key for the
digital content portion may be formulated by an algorithm
based upon the physical key identification data (e.g., perform-
ing mathematical operations based upon the identification
data sequence, extracting all or a part of the sequence, etc.). If
the content has been compressed, then, it may be decom-
pressed as indicated at step 128, and ultimately the digital
content is displayed or otherwise played as indicated at step
130. The user of the receiving computer may then perform
various acts, manipulate and augment the data in a digital file,
and otherwise work with the digital file in a conventional
manner. However, as noted above, in presently contemplated
embodiments, the digital content file is sent in a “read only”
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or “play only” format. In a presently contemplated embodi-
ment, a report message is sent form the receiving computer to
the sending computer as indicated at step 132 to indicate that
access to the digital content was successful. Such messages
may also indicate additional data, such as the time of the
access, the physical key or the person associated with the
physical key who performed the successful access, and so
forth.

It should be noted that in the foregoing discussion, refer-
ence is made to the sending and receiving computers. In
practice, where desired these roles may reverse. That is, the
receiving computer may be configured with software and
functionality similar to the sending computer. In such cases,
the receiving computer may alter the digital file, or create
other files that may be sent back to the sending computer, or
to other computers that are configured as receiving comput-
ers. Although, as noted above, in a presently contemplated
embodiment, the file is sent to the receiving computer in a
“read only” or “play only” format, as also noted above, in
other contexts the file may be alterable, such that the receiving
computer may then store and retransmit the digital content, in
amanner similarto that used by the sending computer. In such
cases, the original sending computer may require a physical
key to reaccess the same or a different digital content file in
the same manner as the original receiving computer did.

Technical effects of the invention include the ability to
more securely compile and transmit digital files between a
sending computer and a receiving computer. In particular, the
technical effects extend to a wide range of digital files, includ-
ing text files, audio files, video files, multi-media files, and so
forth. By virtue of the techniques described above, user
access to such files is limited by virtue of the identification
data stored within the encrypted file header. Access to the
digital file contents itself, then, is permitted only if the header
identification data matches the identification data in the
removable physical key. Substantial improvement in the
secure transmission and access to digital files is therefore
contemplated, along with reduction in the risk of pirating and
other types of pilfering of digital files and their content.

This written description uses examples to disclose the
invention, including the best mode, and also to enable any
person skilled in the art to practice the invention, including
making and using any devices or systems and performing any
incorporated methods. The patentable scope of the invention
is defined by the claims, and may include other examples that
occur to those skilled in the art. Such other examples are
intended to be within the scope of the claims if they have
structural elements that do not difter from the literal language
of'the claims, or if they include equivalent structural elements
with insubstantial differences from the literal languages of
the claims.

The invention claimed is:

1. A method for controlling access to a digital file, com-
prising:

associating digital content with a header, the header includ-

ing data identifying a permitted access identity corre-
sponding to a physical key removably coupled to a read-
ing computer;

encrypting the header and the digital content, such that the

data is indiscernible by a user until the header is
decrypted, wherein the header is susceptible to decryp-
tion separate from the content by a key interface.

2. The method of claim 1, further comprising providing a
key interface configured to decrypt the encrypted header, to
compare the permitted access identities to identity data of a
physical key removably coupled to a reading computer, and to
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decrypt the encrypted content only if the identity data of the
physical key matches a permitted access identity of the
header.

3. The method of claim 2, wherein the key interface
includes an embedded key for decryption of the encrypted
header.

4. The method of claim 1, wherein the permitted access
identity is selected from a secure database structure that
includes identification of an intended recipient and identifi-
cation data for the physical key of the intended recipient.

5. The method of claim 1, wherein associating the digital
content with the header includes selecting individual physical
keys from a listing.

6. The method of claim 1, wherein associating the digital
content with the header includes selecting physical keys as a
group from a listing.

7. The method of claim 1, further comprising compressing
the digital content prior to encryption.

8. The method of claim 7, comprising permitting decom-
pression of the content only if identity data of a physical key
matches a permitted access identity of the header.

9. The method of claim 1, comprising formulating a
decryption key for decrypting the digital content based upon
the permitted access identity.

10. A tangible, non-transitory, machine-readable medium,
comprising machine-readable instructions to:

display a graphical user interface configured to:

prompt for a selection of one or more digital files; and
prompt for a selection of one or more users, groups, or
both allowed to access the one or more digital files;
generate a header, wherein the header comprises data iden-
tifying one or more physical key identities correspond-
ing to the selected one or more users, groups, or both,
wherein the physical key identities represent one or
more physical keys removably coupleable with a receiv-
ing computer; and

generate an encrypted file package by:

associating the header with the selected one or more
digital files

encrypting the digital content to allow subsequent
decryption via a first set of decryption keys, wherein
the first set of decryption keys are at least partially
based upon the one or more physical key identities.

11. The machine-readable medium of claim 10, compris-
ing machine-readable instructions to encrypt the header, such
that the data is indiscernible by a user until the header is
decrypted, wherein the header is susceptible to subsequent
decryption via a second set of decryption keys, wherein the
second set of decryption keys are embedded in a decryption
routine of the receiving computer.

12. The machine-readable medium of claim 11, wherein
the encryption of the header and the encryption of the digital
content comprise different compression mechanisms.

13. The machine-readable medium of claim 11, wherein
encrypting the header comprises 64-bit encryption and
wherein encrypting the digital content comprises 128-bit or
256-bit encryption.

14. The machine-readable medium of claim 10, compris-
ing machine-readable instructions to transmit the encrypted
file package to at least one intended recipient computer.

15. The machine-readable medium of claim 10, compris-
ing machine-readable instructions to transmit the encrypted
file package to a shared data repository accessible by at least
one intended recipient computer.

16. The machine-readable medium of claim 10, compris-
ing machine-readable instructions to stream the encrypted file
package to at least one intended recipient computer.
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17. The machine-readable medium of claim 10, compris-
ing machine-readable instructions to compress the digital
content prior to encryption of the digital content.

18. The machine-readable medium of claim 17, compris-
ing machine readable instructions to compress the digital
content using:

Joint Photographic Experts Group (JPEG) compression,

Motion Picture Experts Group (MPEGI compression,

Huffman encoding,

run length encoding,

lossy or lossless encoding algorithms, or

any combination of:

the JPEG compression,

the MPEG compression,

the Huffman encoding,

the run length encoding, or

the lossy or lossless encoding algorithms.

19. The machine-readable medium of claim 10, wherein
the machine-readable instructions to prompt for the selection
of'the one or more users, groups, or both allowed to access the
one or more digital files comprises machine readable instruc-
tions to:

access a key identification list comprising a list of users,

groups, or both that may be potential recipients of the
one or more digital files;

present the key identification list as a selectable list of

recipients for the one or more digital files.

20. The machine-readable medium of claim 19, wherein
the key identification list comprises an identification of the
list of users, groups, or both, by

a code, a name, an organization, a department, a group, or

any combination of the code, the name, the organization,

the department, or the group.

21. A system, comprising:

a hardware processor configured to:

generate an encrypted file by:

associating a header with one or more digital files, and
encrypting the one or more digital files to allow subse-
quent decryption via a first set of decryption keys;
wherein the header comprises data identifying one or more
physical key identities corresponding to one or more
users, groups, or both that are permitted access to the one
or more digital files,

wherein the header data is indiscernible by a user;

wherein the physical key identities represent one or more

physical keys removably coupleable with a receiving
computer, and

wherein the first set of decryption keys are at least partially

based upon the one or more physical key identities.

22. The system of claim 21, wherein the processor is con-
figured to encode the encrypted file to disallow decryption of
the encrypted file after a specific time, date, or both.

23. The system of claim 21, wherein the processor is con-
figured to encode the encrypted file to allow decryption of the
encrypted file a limited number of times.

24. The system of claim 21, wherein the processor is con-
figured to encode the encrypted file in a “read only” format,
prohibiting modification of the encrypted file, even upon
subsequent decryption of the encrypted file.

25. The system of claim 21, wherein the processor is con-
figured to encode the encrypted file in an “alterable” format,
permitting modification of the encrypted file upon subsequent
decryption of the encrypted file.

26. The system of claim 21, wherein the processor is con-
figured to:
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transmit the encrypted file to one or more receiving com-
puters, one or more shared repositories accessible by the
one or more receiving computers, or both; and

transmit an encrypted file availability message to the one or
more receiving computers when the transmission is
complete, the encrypted file availability message indi-
cating that the encrypted file is available for access.

27. The system of claim 26, wherein the processor is con-
figured to receive a reporting message from the one or more
receiving computers, indicating that the receiving computer
has successfully received the encrypted file, successfully
decrypted the encrypted file, or both, or that the receiving
computer has failed to receive the encrypted file, failed to
decrypt the encrypted file, or both.

28. The system of claim 27, wherein the reporting message
comprises an indication of a time when the receiving com-
puter has successfully received the encrypted file, success-
fully decrypted the encrypted file, or both, or a time when the
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receiving computer has failed to receive the encrypted file,
failed to decrypt the encrypted file, or both.

29. The system of claim 27, wherein the reporting message
comprises an indication of a physical key identity, a particular
user, or both that are associated with a physical key used when
the receiving computer has successfully decrypted the
encrypted file, or has failed to decrypt the encrypted file, or
both.

30. The system of claim 26, wherein the processor is con-
figured to:

receive the encrypted file back from the receiving com-

puter; and

decrypt the received encrypted file using decryption keys

derived at least partially based upon a physical key iden-
tity provided by a physical key removably coupled to the
system.



